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the u.s. marshals service (usms) has also
used stingrays for years. in an open letter in
september 2014, the aclu urged the usms to
stop using its stingray device and to reform
its use of similar devices. in the letter, the

aclu explains how law enforcement agencies
use stingrays to gather information about

suspects, and it also acknowledges the risk
that it poses to people's privacy. the fbi and
the department of homeland security do not
offer clear definitions for how they classify

stingrays. in 2011, the fbi classified the
device as a "'pen register,'" which it defined

as a "device or process that records or
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decodes dialing, routing, addressing, or
signaling information transmitted by an

instrument or facility from which a telephone
connection is made." in response to a

freedom of information act request, the fbi
has stated that it does not collect data from
pen registers, despite the fact that it uses
them to assist in gathering location data
from mobile devices. in its own may 2016

policy, the fbi stated that its use of cell-site
simulators is limited to "emergency

situations and certain foreign intelligence
purposes." while the policy says it does not

require a warrant to obtain cell-site
simulator data, it does not limit the

conditions under which it may use a cell-site
simulator. and the policy does not address

the fbi's use of pen registers or other devices
that force mobile phones to connect to them.
the fbi has said that it does not collect data
from cell-site simulators, but it has not said
that it does not collect data from any device
that forces mobile phones to connect to it.
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the fbi uses a device called an extremely low
frequency (elf) transmitter to locate people

who are using a networked computer or
tablet. the fbi has used elf transmitters to

locate a suspect using apple products and a
virtual private network (vpn). in other cases,
the fbi has used elf transmitters to locate a
suspect using a laptop. in march 2013, the
dea used a stingray to locate a suspect who

was sending a large number of text
messages to a bank in houston, texas. the

messages, sent from a number in maryland,
were links to malicious software. the agency

asked the bank to install software on its
network that would have blocked access to
the sites and identified the ip address of the

computer that was sending the malicious
software. the ip address allowed

investigators to identify the suspect. when a
phone is connected to a stingray, it will

normally be assigned a unique "ping" that
allows the police to later determine its

location. in most cases, the "ping" will be
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relayed to a nearby cell tower, but in some
cases, the "ping" is relayed back to the

stingray, allowing the police to triangulate
the location of the phone. once police have
located a suspect, they may want to track
the suspect's location over time so they
know where he or she is likely to be at

various times, or if the suspect is going to be
at a particular location. this is where things
get a little tricky. with some stingrays, the

police can determine a suspect's location by
sending a "ping" to the cell tower theyre
connected to. but to do this, they need to
have already pinpointed the suspect's cell

tower, and have a person in the area to relay
the "ping" to the suspect. in some cases,

police can do this by having a police officer
drive around in a car and have another

officer nearby call in a "ping" to the
suspect's cell phone. in other cases, police

may use a cell tower simulator (aka a
"booster") to transmit the "ping." a "booster"

is usually a device that sounds like a cell
phone to nearby cell towers, so they can
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then be used to transmit a "ping" to the
suspect. however, the device is usually not

well-maintained and can sometimes be used
to spoof the phones location, so it can also

be used to track suspects. 5ec8ef588b
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